www.dragino.com " 0pen Hardware Solution Provider

DRAGINO APPLICATION NOTE

by DRAGINO TECHNOLOG CO LIMITED

VERSION: 1.0

2013.May.19

DRIGINO APPLICATION NOTE for IOT 1/18



Open Hardware Solution Provider

www.dragino.com
Index:
N o1 1 ¢ To [¥ [t o) o NS UPPPPUPR 3
1.1 Overview of Dragino ......ccooeeviiiiiii, 3
1.2 Dragino in @n 10T ProjeCt......cuuuueiiiiiiee ettt eeeaees 3
1.3 Features of the 0T firmWare.......cccceoeeeeieiei e 4
2 Interface to DAUghter BOard ......ccccceeiveeiiiiiiiiiieeeeeeeceeee e e 5
2 R 1o 4 e Yo [V oy o o PPt 5
D28 A 11 1 410 - 1 T [P PPRPRRt 6
2.2.1 ADDANODE ...t 6
2.2.2 POST DATA.... e 7
2.2.3 DELETEQNOTE ...ciiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e, 7
3 Ways toaccess Dragino MS12.....couu it 8
3.1 ACCESS MIS12 ViIa WEB ...ttt e e s e e e s e e eaa s 8
3.2 ACCESS MISTI2 VI SSH..uuiiiiiiiii i s e e s e e e 9
3.3 GetorPut files from/to Dragino ........eeeeeeeeiieeiiueeeieeeeeeeeeecieeee e 10
4 WEB GUI MANUAL ..eeiiiiiii s 11
Y=Y T o Y= o ] =N 11
4.2 Wi SEEEINES vvveiiiieiiiieeeeee e e e e e e e et e e e e e eeeeeasnaaan 13
4.3 NetWork INterfaces ... 14
4.4 SyStemM STAtUS ..o e 15
T B 1 ] N ST =Y o o [ V=N 16
N I U o T4 - To [l o [ 0 01T -] I 17
T =1 = 24 = PP PPPPPPPPRS 18

DRIGINO APPLICATION NOTE for 10T 2/18



DRAGIMO

www.dragino.com Open Hardware Solution Frovider

1 Introduction

1.1 Overview of Dragino

Dragino MS12 is an open source, wifi/linux enable appliance for MCU project. The goal of the
Dragino is to solve the connectivity problem and greatly enhance microcontroller products such
as the Arduino. Dragino MS12 is motherboard base and it normally need to work with different
kind of plug-in daughter boards for different projects.

1.2 Dragino in an loT project

Dragino MS12 in an loT cloud

Internet Connection

CLOUD

loT Server (xively , yeelink

or a custom server)

. S

IP Protocol Base General Router

|
= MS12 use WIFI 802.11 big or LAN to connect
I = " g
1 = to a normal router to have Internet Connection
1
N
™
GAT EWAY MS12 with a daugther board. *
Nodes are communicated with MS12 via wireless
protocol. Can be zigbee or other wireless protocols depends
) ""
: -l L4 on the daugther board
1
I
Wireless
(zigbee,private etc)
= e
1
1
| ]
Temperature Sensor
NODEs
Switch Control

Gas Sensor . ~
’ Water Sensor Door Control

Note: * the daugther board is a seperate part from MS12, a reference can be found on http://www.seeedstudio.com/wiki/Dragrove

Above is a structure to show how to use Dragino MS12 to develop IOT products. In this structure,
there are three main parts:
> loT Server: they are servers which store data from the sensor and process these data in
its manner (for example plotting the data for easy reading). loT servers are not subject
in monitoring; they may also send commands to control the sensors.
A public server example is www.xively.com (formally pachube or cosm)
>  Gateway: Sensors normally can’t communicate to loT servers directly. They need a

gateway. Here MS12 plus a daughter board acts as a gateway, the daughter board get
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data from sensors and send it to MS12, MS12 then send the data to 10T server via
TCP/IP protocol.
» Nodes: sensors or controllers

Dragino has developed a firmware for loT (Internet of Things) applications. The firmware can be
found on this link: http://wiki.dragino.com/index.php?title=Release_Note

1.3 Features of the loT firmware

1. Completely Open Source.

2.  RESTful server compatibility

»  Compatible with Yeelink, xively RESTful server

»  Automatically create nodes in RESTful server

»  Automatically update sensor data to RESTful server
>  Automatically delete nodes from RESTful server
Support custom commands to process sensor data
Support record data to local server

Support internet connection via Wifi or LAN port.

Support DDNS (Dynamic DNS) service

N o v s~ w

Support Firmware Upgrade via Web GUI
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2 Interface to Daughter Board

2.1 Introduction

In the loT firmware, the loTd daemon runs in background. It will get all data from the UART port
on the MS12 2x8 connector and parse these raw data as commands. To differentiate the
commands, it requires the daughter board sends the commands in certain format to its UART

port.

The General format for a command string is:

START  DATATYPE - DATA END

START: “ss”

DATATYPE: 1: ADD NODE; 2: POST DATA; 3: DELETE NODE
SPACE: a space between DATATYPE and DATA

DATA: Valid Data

END: “gg”

For the hardware connection detail, please refer the hardware connection detail from the
REFERENCE.
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2.2 Commands

2.2.1 ADD a NODE

Format: “ss1 NODE_ID, SENSOR_ID, ACTUATOR_IDgg”
Function: Create a Node with Specify SENSOR_ID and ACTUATOR_ID

Example: “ss 145,2,201gg”
Create a new Node, with node_id 45, sensor id 2, and actuator_id 201.
Once MS12 get this command from its UART port, MS12 will:
1. Get the sensor info from local sensor_table in /usr/lib/sensor/
2. Get the actuator info from local actuator_table in /usr/lib/sensor/
3. Create a node in the loT server, we use xively here so the node will be created in xively
server as below:

Dragino_Test_45 7

hutps://xively.com/feeds/1109560986

Public Feed https://api.xively.com/v2/feeds/1109560986
Channels t updated 19 minutes ago Request Log 1l Pause
Grove-TiltSwitchSensor ita yet — Add data Waiting for request

== Add Channel

4. Create the node info locally as below:

IoT Server Configure

Enable IoT Service ¥l

IoT Service |xively E|
Internet Connection to xively.com Up

API Key |NkYHeIFJBC4DPkGDX2CIZiWZJgTAJCSGEYOOHTR
Title |Dreginc_l‘est

Devices List
Below devices are connected to Dragino

Device ID: 45
Sensor Name Grove - Tilt Switch Sensor
Actuator Name Grove - OLED 96x96
POST URL https://api.xively.com/v2/feeds/1109560986/datastreams/Grove-TiltSwitchSensor
/datapoints
Note:

1) Nodeidis unique in every MS12.

2) Each node maximum support one sensor id and one actuator id.

3) Sensor id or actuator id can be set to 0 if there is no sensor/actuator in the node

Developer can add customized sensor/actuator info in sensor_table or actuator_table in /usr/lib/sensor.

Format is specified in the files.
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2.2.2 POST DATA

Format: “ss2 DEVICE_ID,VALUEgg”

Function: Post a sensor data to the loT server

Example: “ss2 45,30gg”
This command will ask the MS12 to POST a value (36) for Device 45 to the loT server.

Dragino_Test_45 7

hups://xively.com/feeds/1109560986
https://api.xively.com/v2/feeds/1109560986

Public Feed
Channels s 3 hours ago Request Log 1l Pause
Grove-TiltSwitchSensor 30.00 Waiting for requests

== Add Channel

Note: Value Type only support the general type (only one parameter) at the moment.

2.2.3 DELETE a NOTE

Format: “ss3 DEVICE_IDgg”
Function: Delete a node from the loT server and MS12.
Example: “ss3 45gg”

Delete Node 45
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3 Ways to access Dragino MS12

3.1 Access MS12 via WEB

Dragino has a default IP address 172.31.255.254 in its LAN port. To access Dragino, you can simply
set your computer to

ip address: 172.31.255.253

netmask: 255.255.255.252

Then connect an Ethernet cable between your computer and Dragino and type 192.168.255.1 in

your browser and you will see Dragino set up page.

€ | @ 172.31.255.254/cqi-bin/luci/system @ 77 v & | |8~ Google <ctri+k> Ple NS A M- R e
3 pEEE | JAlEsES [ FELE | SARL | %E]

=leisl=mle

—
—
el 0
- Pyl

wifi Upgrade

System

Dragino Firmware Version Dragino MS12 2.2-10T-1, Build Mon May 20 09:40:43 CST 2013
MT-DS
Demo Sketch to show how to use SPI
0.1
0.1
0.01, 0.00, 0.00
29.10 MB (22% cached, 7% buffered, 40% free)
Timezone [utc [~]

Language [English =l

System Time Mon May 20 07:09:46 2013

inkima NSh 21min N7e
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3.2 Access MS12 via SSH

Dragino MS12 is running embedded Linux system: OpenWrt. You can access it via SSH and
customized the system for different application.

#2 PuTTY Configuration 2|
Category:

= Spssinn Basic options for your PuTTY session

- Ten L.oglging Specify the destination you want to connect to
?Tng:board Host Mame (or IP address) Port
152.168.255.1 22

Bell

- Features Connection type:

= Window ") Raw ) Telmet ) Rlogin @) S5H ") Serial
----ﬁppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
 Colous

) zailpe: Load

—I- Connection Dragino Telnet -
- Data dreamhost e
e
- Rlogin
+-S5H
""" sefizl Close window on exit:

) Always 1 Never @ Only on clean et

About [ Open I [ Cancel

The SSH access for Dragino is:
IP address: 172.31.255.254 on LAN port.
Username: root

Password: root

SSH access password can be changed by type below commands:

Notice: for security reason, it is recommend that you change the SSH access password after

first log in.
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3.3 Get or Put files from/to Dragino

MS12 support SCP protocol, developer can use WinSCP to do file transferring with MS12. Below

is the setting page on WinSCP:

WinSCP Login 7 X
Session Session
- Stored sessions Host name: Port number:
Emronment 172.31.255.254 2}
.- Directories -
SSH User name: Password:
Preferences 5
root seee
Private key file:
L)
Protocol
Fie protocol:
["] Advanced options
[ About... ] I Languages ] [ Login ] [ Save... ] [ Close ]

After successful log in, you can see the file transferring window. Just drag file as a FTP service.

r T T
%3 config - root@172.31.255.254 - WinSCP (=8 X |
Local Mark Files Commands Session Options Remote Help
&5 PSS IS8 Default - -
EM~-@& (& -5 - ? - ), config @ ie-a-A@MAMR|
Ci\lsershdministrator\D ocuments Jetc/config
Name Ext Size “* || Name Ext = Size *
. 5.
.. Arduino |_|ddns 3,815
| eagle || dhep 705
i My Music =|[| Ll dropbear 82 3
£ My Pictures _|firewall 2,268
E My Videos |_|IoTServer 618
1) OneNote EiZE | luci 845
|, Outlook {4 || |_] network 424
. Snaglt | ntpclient 449
| Tencent Files - || _]sensor 702 _
<[m | » < | T »
0Bof 402Bin 0of 11 0Bof 13,671 Bin Dof 13
? L F4 Edit B3 5 3 = [ F7 Create Directory te Sperties K1 F10 Quit
=) scP T 00023
.
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4 WEB GUI manual

4.1 Sensor Settings

ORI

Teshnology Changes Life

. B 3
@ - —_— A\ \Lp_m_mi/ B

sensor wifi Interfaces System Syslog DDNS Upgrade

Sensor Settings

Configure Sensors for Dragino

- General Settings

Save Sensor Data to Local File?
Sensor Data Location /var/log/sensor.log
Debug
Enable Custom Code

Custom Code [

- 10T Server Configure

Enable IoT Service =
IoT Service |xive1y El
Internet Connection to xively.com Up

General Settings:
» Save Sensor Data to Local File: Enable/Disable local logger for sensor data from UART port.
Sensor Data Location: File to store the sensor data. Can be changed in /etc/config/sensor
Debug: Enable/Disable Debug. Debug info will show on Syslog page

Enable Custom Code: Enable/Disable Custom Code.

vV V V VY

Custom Code: use Linux commands to process sensor data. The Custom commands will be
executed once there is new incoming string from UART port. Developer can use macro
[RAW_DATA] to get the incoming string

Example:
echo [RAW DATA] >> tem.log; atftp -p -r tem.log 192.168.1.2; rm tem.log

This command will forward the RAW_DATA to tftp server with file name tem.log

Note: Due to security reason, Enable Custom Code and Custom Code options are set to invisible by default. They

can be set to visible by set the option “show_custom_code” to “1” in file /etc/config/sensor
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- 10T Server Configure

Enable IoT Service

IoT Service

Internet Connection to xively.com

@]
[xively El

up

API Key [NKYHeIFJ2C4DPKGDX20ZiW2]g7ATc 36EY0HTR
Title |Dragino_l’est
~ Devices List

Below devices are connected to Dragino

Device ID: 45

Sensor Name
Actuator Name
POST URL

Grove - Tilt Switch Sensor
Grove - OLED 96x96

https://api.xively.com/v2/feeds/1109560986/datastreams/Grove-TiltSwitchSensor

/datapoints

loT Server Configure:

>

YV V VYV V

Enable loT Service:
loT Service:

Internet Connection:
API Key:

Title:

Devices List:

Disable/Enable IoT Service
Choose Service Provider

APl key from service provider

Shows the Node Connected to Dragino MS12.

DRIGINO APPLICATION NOTE for 10T

@ Reset | @ Save

Show the connection to the service provider

Default title prefix when create nodes on the loT server. If leave
this blank, the default tile will be set to host name of the MS12.
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4.2 Wifi Settings

DRAGINDO

& F O %

sensor wifi Interfaces

Wifi

Here you can configure installed wifi devices.
Network Name (ESSID) ChinaNet-edwin |
Encryption [ WPA-PSK/WPA2-PSK Mixed Mode [~
Key [aBcDABCDABCDABCD

@ 40bit/104bit WEP is autodetected based on key length. Use either 5/13 ASCII or 10/26
HEX characters as WEP key. A valid ASCII-based key will be translated into a HEX-based
one. WPA(2)-PSK keys should be 64 HEX characters.

[@Reset| [@ save|
Wifi Settings:
»  Network Name(ESSID): Input your wifi router SSID
»  Encryption: Encryption method used by your router
>  Key: Encryption Key of your wifi network
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4.3 Network Interfaces

> @ 7y AN \ C
¥ - 0OCesSS v
® . —= o4 M pro ’
sensor wifi Interfaces System Syslog DDNS Upgrade
Network
Manage Dragino Network Connections
Internet Connection
WAN Interface [WiFi Interface [~
Protocol IDHCP EI

Clamp Segment Size

@ Fixes problems with unreachable websites, submitting forms or other unexpected
behaviour for some 1SPs.

Local Network
LAN Interface
1Pv4-Address
IPv4-Netmask
IPv4-Gateway (optional)
DNS-Server (optional)

R145 Interface

[192.168. 255. 1

[255. 255. 255. 0 [~
|

|

Internet Connection
WAN Interface:
Protocol:

Clamp Segment Size:

[@Reset] (@ save|

Interface for internet access, either WIFI or RJ45 port
Way to get IP: Manual, DHCP, PPPoE

Normally don’t use this

Local Network — Network distributed by MS12

LAN interface:
IPv4-Address:

IPv4-Netmask:
IPv4-Gateway:
DNS-Server:

Interface for local network, either WIFI or RJ45 port

IP address for the interface used for local network.

Netmask for this local network

Gateway for this local network, default is the IP address set up abo

DNS for this local network.

DRIGINO APPLICATION NOTE for 10T
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4.4 System Status

= — N Y 1
QG F OO % & &

sensor wifi Interfaces System Syslog DDNS Upgrade

~ General

Dragino Firmware Version Dragino MS12 2.2-10T-1, Build Mon May 20 09:40:43 CST 2013
MT-DS

£ Demo Sketch to show how to use SPI

Shield Sketch Version 0.1

Load 0.00, 0.00, 0.00

Memory 29.10 MB (24% cached, 7% buffered, 36% free)

Timezone |UTC E]

Language | English |Z|

System Time Mon May 20 08:54:21 2013

Uptime 07h 05min 43s

Hostname dragino

System status page.
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4.5 DDNS settings

Dynamic DNS allows you access/control the Dragino & Dragrove from other location even you
don’t have a fix IP Address.

B 7

> @ 7y A \ C

¥ o aeass : '

® : s W A :
sensor wifi Interfaces System Syslog DDNS Upgrade
Dynamic DNS
Dynamic DNS allows that your Dragino can be reached with a fixed hostname while having a dynamically changing IP-Address.
MYDDNS %] Remove entry
Enable DDNS Service [
Service Provider [dyndns. ore =]
lm;‘personaldomain. dyndns. org
[ms’username

Password ["eoeeeoecesee
Source of IP-Address IURL El
URL [h’.tp:" /automation. whatismyip. com/n0923
Check for changed IP every [10
Check-Time unit Iminutes B
Force update every [72
Force-Time unit [Bours [~]
l _J Add entry

Enable DDNS Service: Enable/Disable DDNS service

DDNS Service Provider: choose your service provide here
Domain: the hostname provide by your DDNS service provider.
Username: Username of your DDNS service

Password: Password of your DDNS service

Source of IP-Address: Where to look for your external IP address. You can choose:
Network: Set external IP according to your network interface info, eg. wan, lan
Interface: Set external IP according to your hardware network interface info: ethO, athO.
URL: Set external IP according to URL info, for example, you can set it to

http://www.whatismyip.com/automation/n09230945.asp so the Dragino will connect to this url

and get its external IP. It is used when Dragino have a private IP address in its wan port.

Check for changed IP: how often to check if it needs to update its IP to ddns service provider.

Force update: how often to force an update to DDNS service provider
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4.6 Upgrade Firmware

The latest firmware of Dragino can be found in below link:
http://www.dragino.com/downloads/index.php?dir=MS12/firmware/
Valid upgradable firmware via GUI has a suffix combined.img. For loT application, choose the

firmware in under loT directory.

Slalmloim=l .

Wwifi Interfaces Upgrade

Flash Firmware
Upload a Dragino image file to reflash the device.

Firmware image:
S‘!ﬁ...

[V] Keep configuration files

~ |

DRIGINO APPLICATION NOTE for IOT 17/18


http://www.dragino.com/downloads/index.php?dir=MS12/firmware/

DODRAGIMO

www.dragino.com Open Hardware Solution Frovider

5 REFERENCE

» www.seeedstudio.com : Dragrove vendor, more info about Dragrove and its development
kit can be found here.

>  www.openwrt.org: Embedded linux used in Dragino.

»  wiki.dragino.com: General software/hardware design info for Dragino MS12

»  www.xively.com: A public loT RESTful server.

»  www.yeelink.com: A public loT RESTful server used in China.
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